BEYOND An ISO 9001:2015 Certified Organization by IAF accredited CB
BOUNDARIEZ? ISO Management Systems: Implementation | Audit | Training
ACHIEVE YOUR GOALS Management Development | Skill Development | Operational Excellence

Lead Auditor Training Course on Privacy Information Management System based on
ISO/IEC 27701:2025

TRAINING PROGRAM
Certified ISO/IEC 27701:2025 Lead Auditor based on ISO/IEC 27701:2025

Course Objectives?
By the end of this course, participants will be able to:

Understand the structure and requirements of the ISO/IEC 27701:2025 standard in the context of
implementing a Privacy Information Management System.

e Understand the privacy principles defined in ISO/IEC 29100.

o Comprehend the roles and responsibilities of PIMS implementers within an organization.

e Understand the activities, processes, and lifecycle involved in implementing a PIMS.

e Acquire the knowledge and practical skills necessary to effectively implement and strengthen a PIMS.
e Learn through real-world exercises, workshops, case studies, and simulations to reinforce
understanding and application.

WHY SHOULD YOU GO FOR ISO 27701:2019 LEAD AUDITOR COURSE?

The ISO 27701 lead auditor training course is relevant for all types and sizes of organizations, including public
and private companies, government entities, and not-for-profit organizations, which are PII controllers and
Pl processors processing Pl within an ISMS.

Course Outline

1. PIMS concepts and ISO/IEC 27701 standard
e PIMS concepts and key definitions
e ISO/IEC 27701 high level structure.
e The purpose, importance and benefits of PIMS
e PIMS framework requirements and control requirements for controllers and processors
e Privacy principles.
e PIMS mandatory documentation.

2. Scope, policy and objectives formulation
e Formulating PIMS scope.
e Formulating IS and privacy policy.
e Formulating IS and privacy objectives and objective achievement plan.



3. Privacy risk assessment

e Risk assessment process (Risk identification, risk analysis and risk evaluation).

e Exercise and workshop on risk assessment.
4. Privacy risk treatment

e Risk treatment process.

e Controls for Pl controllers (Annex A).

e Controls for PIl processors (Annex B).

e Information security program

e Risk treatment options.

e Formulating a risk treatment plan (RTP).

e Statement of Applicability (SoA).

e Exercise and workshop on risk treatment.
5. Performance monitoring and improvement

¢ Internal audit planning.

e Management review planning.

e Control effectiveness monitoring.

e Continual improvement plan
6. Final examination

e Objective based and Open book

Pre-requisites
Prior knowledge about ISO/IEC 27001 standard is preferred and good to have as integration with ISO/IEC
27001 remains valuable for holistic governance of PIMS.

Examination
Participants will be assessed through 100 marks written examination (open book) at the end of the
course. Minimum passing % criteria: 70%

Certification
Successful candidates will be awarded TUV SUD Certified Lead Auditor on Privacy Information
Management System based on ISO [ IEC 27701:2025.

Attending the ISO/IEC 27701 Lead Auditor training will provide every individual with a certificate of
participation or attendance bases their performance during assessment. Earning the 1SO 27701 Lead
Auditor certificate is a mark of quality that your customers will recognise.



